November 2020 Phishing Scenario Results: Package delivery/shipping notifications

The Office of Information Technology (OIT) recently completed a phishing scenario with the
subject, “Your Fedex package has not been delivered!”. An email like this is guaranteed to grab
your attention, especially during this remote situation. This educational scenario shows how
attackers are continuously evolving and in this seasonal tactic, they take advantage of the
deluge of emails by sending creative package delivery phishing emails designed to catch you off
guard.

1,001 employees reported the FedEx package themed phishing email! Thanks to these
employees, IT Security would have the time advantage it needs to respond to potential threats.

136 employees clicked the link within the training email. Check out the clues within the
email to help you identify this email as suspicious:

Do you recognize

/ this sender

From: dispatcher 1998, com> domain?
Sent: Tuesday, November 10, 2020 10:46 AM z
To: Doe, Jane <jane.doe@montgomerycollege.edu> Scare tactic to provoke a

Subject: Your Fedex package has not been delivered!
response from you!

Notification about FedEx 6037733

Strange terms
- makes no
sense

Our recent shipment effort was unsuccessful as a result of the wrong home address was given or no one was able to be reached at the shipping place. This specific alert has been routed digitally. &

You should use the monitoring # down below to acquire the for delivery real

Monitoring no: 26151188651275
Guidance number: DT-23842182

The package is currently waiting at our warehouse location. Please download a copy of your receipt to retrieve this. (In the event your browser detects a warning indication, make sure to press button for save it to your file system first).

https://lostpackagetracker.com/fedex Mentions a

Your unique archive password is - kgebrt9c14821dx popular, known
P shlpplng vendor to
6030733 gain your trust

Were you
expecting a

package AND
notification to
your MC email
address?

VERY IMPORTANT: Your delivery box be returned to the sender, if it cannot be rescheduled in the following seventy two hours.
This is an automatically directed notification about the FedEx.
Thanks,

© 2020. The written content in this message is backed by laws within the U. S. Policy.

What should you do if you suspect an email may be a phishing attempt?
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REPORT the email! Educated employees are our last line of defense to thwart phishing attacks
and help us prevent data breaches. The Report Phishing button within your email client allows
you to quickly report suspicious emails to IT Security. Learn how to access the Phishing Reporter
button when using Office 365 at home. If you accidentally clicked on a link or attachment in a
suspicious email, contact the IT Service Desk immediately.



https://info.montgomerycollege.edu/offices/information-technology/work-from-home/report-phishing.html
https://info.montgomerycollege.edu/offices/information-technology/work-from-home/report-phishing.html

Complete (or revisit) DataSecurity@MC: Annual Review!

DataSecurity@MC: Annual Review training provided by SANS will teach you how to better
identify common methods used by cyber attackers who try to gain access to account
credentials and information systems. The range of training topics takes about 35 minutes to
complete and can be accessed through MC Learns.

Below are some common clues to look for in identifying a suspicious email:

o Be wary of some of these popular narratives used in shipping emails: Failed delivery,
Invoice, Request for quote, Package notification, Confirm shipping address, Status
update.

e Check your emotions. Beware of emotional triggers such as lost or delayed package.

e Organize and keep track of your online orders - use your personal email address for
personal business.

e Be cautious. Malicious actors and aggressive spammers are attempting to take
advantage of our new normal by preying on our stress levels and hoping our guard is
down with COVID-19, gift card, meeting invites, shipping notices, and stimulus check
scams.

e Trust your instincts. If the email content, sender, and link or email attachment seems
suspicious, do not open it. Play it safe and REPORT it.

e Remember, phishing emails are the preferred method among attackers because it is the
easiest way to get your login credentials. Don’t give them the opportunity.

o The message is overly generic, the request is outside of your scope of responsibility,
and/or the action requested is not typical of a current business process.

If you have any questions or concerns regarding this process, please contact the IT Service
Desk:

e by email at itservicedesk@montgomerycollege.edu

e by web chat on OIT’s web page

e by phone at 240-567-7222

Please do not reply to this email, as this mailbox is not monitored. Thank you.
IT Communications
Office of Information Technology
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