P+ L PT P 2FA 9o HIN aoan/ P
872022

£L15 PO PNATFD AABT (NE&O-HET) P h+AT §FM- : Chrome, Firefox, Safari, Edge, Opera,
Internet Explorer 8 or later Duo P+NAM- P& 218 ™I, HE PACT (Chrome) AT 04.PC
£hN7 Firefox P#CN 1H Né+ (most recent version) AT8.Mea™> £anh Az

Authentication Methods:

et+MmP M@ M1t M 760 HE (Authentication Method) Duo Push, Passcode, Security
Key

$L9° +h+A AL (Step1): 9°HIN (Enroliment) . DLH, £27% Lo+

http://www.montgomerycollege.edu/2FA enroll
goHINGDT NAAND &5 NhIPTR+HC +MPARM- A8 PNTM-F A THT ATAPALATY

$29° +h+A UA+F (Step 2) I ML ATPA (MyMC) ALAS (ID) TNPLLT (Password)
ehane

MONTGOMERY
COLLEGE

Enter your MyMC ID and Password

sag" -

Forgot your password? | Find your MyMC ID | Claim Your Account | MyMC Help

;%29 +ht+Ad Nh+S (Step 3) Welcome Screen: PATh-PY LUSF a2Ah+ (Welcome
Screen) £0PMA:
N NL+t AAA 1H PTRIMPIRNTT NP TRHC AT8 PO-PM- Start setup PTLAM- AL L6RF

Protect Your Montgomery College
Account

Two-factor authentication enhances the security of your account by using

a secondary device to verify your identity. This prevents anyone but you
What is this? 7 from accessing your account, even if they know your password.

7
Need help? This process will help you set up your account with this added layer of

Powered by Duo Security security.


http://www.montgomerycollege.edu/2FA_enroll

290 +h+d At ; CFMP™, MYIFY ATIMETF : PHMPT, MYIFT ATIME T

e Ahm- h e (Authentication) N+ Nh-A A18.ARAPT ATLMLAT hNC £ M-
AH H& NMCT £% (Smart Phone) NP> ATMALAT RATTI® 7 AL A6
i0S/Android tablets M+ FAA.

What type of device are you adding?

@ Mobile phone RECOMMENDED
Tablet (iPad, Mexus 7, efc.)

Security Key (Yubikey, Feitian, etc)

What is this? 4 Touch 1D
Add a new device Requires Chrome on macQS fo use Touch
Ny Settings & Devices

Secured by Duo

L]

$LI® +NtA 5:- NAR MCPT PAARHIN: haRgRleb, HOHeE @AM AICPT £I4M- AT NAN
€MCPT LNt NP LAY MNE ATATIAFT AL NTLINCNF ASF PATICT NARPT €C
£ Mmedr-:

NART NTANA RR&EPT NZI7M NUPA $mA (Continue) PTLAM-T N+ Leb'k

MAFOA:- FNAT NERMPIE PAYAHIN NPT NAN 2DC ATLLNIMT AEMPRIPE NP FmE
PLIP +Nt+A 7 LAG



Enter your phone number

United States

+1 | 2405673160 v

What is this? 7 ex: (201) 234-5678
? Y
Need heip? (240) 567-3160 This is the correct number.

Powered by Duo Security

(e J e

$LI® +N+4 6:- PAANT AT ST ALN+9° (Phone operating system) NAC ATL97 PR+
29°Zm- AT Continue ($M4) PTRLAM-T LIOL (M

What type of phone is 240-567-31607

© iPhone
Android

Windows Phone

What is this? 7 Other (and cell phones)
Need help?

Powered by Duo Security m Continue

.$PLID +N+A 7:- &P GPNLA AT BeRF: PIRHIN £27% PNTPTRHC NNLTP AL AT8A
(NPAZFT ALHT) NADTY AP +m- 5P TPNLA AT (Duo Mobile App™T NAh AL Bebk

PSP PNLA A+NLP 19 10 P+MP MY M Y1F AMDP P AhD h e PAMHINMNT
NeA NARP NAhT AL £AhAE

8.9 PNLA% (Duo Mobile) AT en,% PIPNLA NANP AL P+PM-T7 AR-
mm/ ePTY Lhti: A0 +oNL P hen 'k NHBA ML IoHTIN &2 LACAfN: AT 8.P
PNEA &FAM P AM-7 (I have Duo Mobile installed) 2 6w



Install Duo Mobile for iOS

1. Launch the App Store app and
search for "Duo Mobile".

2. Tap "Get" and then "Install" to
download the app.

duo mobile

m Duo Mobile
Duo Security
m | have Duo Mobile installed

$L9™ +h+4Ad 8; 5.P PNAT ARLALT DLIR RN LT A8 BIRC P2CTH &P 9°NAT hhd+ NU-PA
NAL NA+e% Nrd PAR7 T P appdnc goANT “+” PANFTY N+7Y L60u'r; NIRTRHC NNLT AR PAD-T
PNChe goART ANY PECTF PNF@(r PNCNE T AGRPTHT (ScanATRIL ) PSP PNLA dB+9INg P
PAANET NaR . DAL F ATRTFA MmPE PCNAT ANNP ALHM L&EPEAT: LY 12T anteNs P
(Applicationt7) ARtNt ARCT AR NANDTHF7 IC PITTPAL NHUI® PALF A+mMmPaq,

@/ I8P AMPa™NF &FAX (you can use it for authentication). N+APHIMN NBA ALH D
P48 TT PNANTT hard. ANAN (Access) TPhANA MEID TASID LFAN

What is this? (¥
Need help?

Powered by Duo Security

MHFmA:- NChE.T A ST F (Scan MELT ) hAFAT? $L9° +h+A 9 AL LanAnE:=:




N ALEY (iPhone)? AL CLE (Android)? P72MmN NAN (Windows Phone)? AT NANMNZ 10 (BlackBerry
10) ART NAR+<INZ L@ (Applicationt) @-NM PHIMARET PNCHE AR $E (NAGL) NARMPID PSP
NLAY (Duo Mobile) AAtRF PECH (TALF BEIRG) ACNP NAR MRIR FNAF P+aDLMHT AR
aoan pPF Lty i-

Activate Duo Mobile for iOS

1. Open Duo Mobile.
2. Tap the "+" button.
3. Scan this barcode.

Or, have an activation link emailed to

you instead.

What is this? (7
Need help?

Powered by Duo Security

P Continue (P A) AHLC (Button) PMN&M PNCHSTY NANFTY Ui NPT NZA NF 10

Activate Duo Mobile for iOS

What is this? (4 '

Need help?

1. Open Duo Mobile.
2. Tap the "+" button.
3. Scan this barcode.

Or, have an activation link emailed to
you instead.

o

Powered by Duo Security

@A PPEY AJD LAM-T MLID JNLMT “PaRTHIaRs NAE” NI AT8A L+t



Name account

Account
Montgomery College

Account name

| Montgomery College]

Username or email to be displayed
for this account.

qiwlelrjtiyjulijolp
alsidlflaglbhlilkl]l

B z  xlcilvibinim

¢

PP qPNLA dB+INLP AL Account linked! PTLA MINF ML PALA: &7 AL ECAPAL (You
are all set) Practice now PTLAMY IOCeh, APHAA BEFAA MLID Np PR ADALT PADPMA
goCen, AAPT



< Back

Account linked!

Next, let's practice how to protect
your identity.

( Skip )

NAR A2 +PM- Account Linked PTAM- PART MLID 997976k, B3 PA:



@

w <© @ #
3:42 ull 56 =
= =1 I
Accounts (1) Add @

E Montgomery College
Montgomery College

$29° +h+4Ad o. NCh&T ST+ AN MELT RAFATT? ATIPR NAC PADT ATh

Ler MLIR LqR PAALMAATY AT NATRAP ATRANAPTF PLCTFE LUTY ATRLZT PATRA
AL LAMT S4.0-F Send email PTAD-Y N+ L6k

Activate Duo Mobile by Email

1. Enter an email address that you can check on your iOS device. We'll
send you a special link that you can click to activate Duo Mobile.

2. Once you've clicked the link, click Continue below.

m

isabelle.doucet@montgomeryc

What is this? ¥

Need help?

Powered by Duo Security

A 2N 2275 ANLT PhAR P NALT AR (Window) ™A AdeA hA+hd+ ATh PANT

AT LPM Nt+7F ALFLPT £FAA (* Please note that you may not see the bottom notification in
blue on your device if the window is not fully opened)



Activate Duo Mobile by Email

1. Enter an email address that you can check on your iOS device. We'll
send you a special link that you can click to activate Duo Mobile.

isabelle.doucet@montgomeryc | IRUESELGRE G E
What is this? Cf

_____ 2. Once you've clicked the link, click Continue below.

(o J e

Powered by Duo Security

Email sent; please click the link in the email. X

A8, Send email (ALTLLA AR) PTLADT NebF NBAT P8P IPNLATY ANtRT AGRe 9
ATLA BANATFA: PSP PNLA ATANAT Application Pt+eniNtT Nah LR
hgRTe+C  NAPMPI® NATRLA N PADY A TN link LemF:

Duo Mobile Activation

Duo Security <no-reply@duosecurity.com>
Monday, July 3, 2017 at 2:27 PM
To: Doucet, Isabelle

To activate the Duo Mobile app, click this link: https://m-9bcb5@5@.duosecurity.com/iphone/6x3paXeZabg46LmuG7Er

PR.P PNLA AO+oNLPPY ATENLT PTIMES Window 2aPMAT Open (N&.F) PARLAMT L0, Fi:



Open this page in “Duo
Mobile"”?

Cancel Open

8.0 9PNA AT @AM PIRTHIARL NAE 8P PNA ANGTF AL FL N 2FA BN +APHINPA AT
bl

AYL FNAT 9Lt °NLA ™ALL NPT P MHIN hUPT:-

ANERT $LI° +Ntd @LIE NPT+ $LI° +Ntd ANNLCH &N PPLAPM-T FAHH BNtA NHIR
Take me to Duo Mobile PTAA®-T N+ L6 (Follow the same instructions from this document
until you reach the activation step (Step 8) and click on Take me to Duo Mobile) . &% 924 AT
ANt AT8TFA ML AN NRLT RARLA PAAD-Y anr NAPPMA NApp O-NM
ARITHIMRL hAE PB.P 9PNLA ANM-7F Account 2aRANF A AT +ARHIINPA TIAT
y[anH

10



@ Mail eecoo |TE 3:115PM + 38% M
appserv3.montgomerycollege.edu ¢

Mo maQ=

Finish by Connecting to Duo
Mobile

To complete enroliment, we need to open the Duo Mobile

application and connect your account,

Take me to Duo Mobile

Open this page in “Duo

Cancel

Mobile"?

Open

11



